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Motivating Example

“How can I convert XML to a String object?”
String unformattedXml = “<order><number>1</number> 
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Motivating Example

“How can I convert XML to a String object?”

“I sure do not need a whole library for that!”

String unformattedXml = “<order><number>1</number> 
<customer_code>C7854</customer_code><product_code>CDR1080</
product_code><description>CD</description><quantity>10</
quantity></order>

<?xml version="1.0" encoding=“UTF-8"?>

<order>


<number>1</number>

<customer_code>C7854</customer_code>

<product_code>CDR1080</product_code>

<description>CD</description>

<quantity>10</quantity>


</order>

Lucy, a software developer
in the year 2011
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StackOverflow snippets might contain vulnerabilities



6

Motivating Example (cont.)
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Motivating Example (cont.)
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Code Fixes on StackOverflow

4th revision of this post contains the fix for a vulnerability
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Code on Stack Overflow evolves 
through revisions



9

Motivating Example (cont.)

Lucy, a software developer
in the year 2021

Lucy is unaware that they missed a fix to a 
critical vulnerability in a reused snippet!
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Two Forms of Software Dependencies

Depending on External Libraries Depending on Little Copying

and more

Tools to keep managed 
dependencies up-to-date!

No management!
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Copying code snippets (from Stack 
Overflow) creates an unmanaged 

dependency
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Are there more Lucy’s in the wild?

RQ1: Do Stack Overflow code artifacts reused in developer code 
bases evolve on Stack Overflow?

RQ2: Can we find evidence that developers monitor Stack Overflow 
for code updates?

RQ3: Do developers miss security fixes on Stack Overflow for code 
also present in their code bases?
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Methodology

StackOverflow GitHub

?
12,000 Top 

Open Source
Projects

3.5 Million Code Snippet Versions
(from 1.5 Million Posts)

Code Clone Detection
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20% of all GitHub projects contained outdated 
code from StackOverflow
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34 Top-ranked Projects contained severe 
security vulnerabilities in outdated code
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Who is Lucy?
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Top projects with vulnerabilities
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Top projects with vulnerabilities

Lucy is not the only one!
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• Developer tools to monitor and track updates on “snippet dependencies” 
and their surrounding contexts

• Bridging the gap between various knowledge-sharing ecosystems to 
transfer insights and evolution for any reused code

• Study the impact of StackOverflow code evolution on (prior) developer-
centric studies

Future work

Thank you!


