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1) https://developer.android.com/training/permissions/requesting
2) https://developer.apple.com/documentation/uikit/requesting-access-to-protected-resources5

iOS2

Android1

Rationales in the Mobile Domain
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12% contained a rationale message.

10 specific libraries accounted for the 
most common rationale messages.

Findings: Identification of Rationales

3.6K unique rationales across 85K webpages.

From the 739K crawled webpages… 



Approach to Collect Rationales on the Web

RQ1: Identify and collect
Rationales on the Web

Identification
of Rationales

Text 
Samples

Web 
Crawler

Chrome 
Telemetry 

URLs

10

Rationales on the Web



RQ2: Identify Rationale Design 
Patterns and their Effects on 
Users’ Decisions

Analysis of
Text Patterns

& Effects

Text Patterns 
& their Effects

Rationale 
Texts

Analysis of 
UI Patterns

& Effects

UI Patterns & 
their Effects

Rationale 
Screenshots

10

Rationales on the Web



RQ2: Identify Rationale Design 
Patterns and their Effects on 
Users’ Decisions

Analysis of
Text Patterns

& Effects

Text Patterns 
& their Effects

Rationale 
Texts

3,6K

Analysis of 
UI Patterns

& Effects

UI Patterns & 
their Effects

Rationale 
Screenshots

10

Rationales on the Web



RQ2: Identify Rationale Design 
Patterns and their Effects on 
Users’ Decisions

Analysis of
Text Patterns

& Effects

Text Patterns 
& their Effects

Rationale 
Texts

3,6K

Analysis of 
UI Patterns

& Effects

UI Patterns & 
their Effects

Rationale 
Screenshots

Findings?

10

Rationales on the Web



Common
Text Patterns
and their effects

• Message Tone
• Encouragement  
• Message Content
• Permission Necessity
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Common
UI Patterns
and their effects

• Timing
• Position
• Elements
• Layout
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I. We presented the first approach 
to systematically detect and study 
web permission rationales at scale.

II. We created a comprehensive
catalog of 3.6K unique, manually-
vetted rationale text samples and 
749 UIs.

III. Our exploratory analysis showed 
that different rationale patterns 
affect users' permission decisions
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