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[llustration: polinachekhovich - Freepik.com
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TIMING RATIONALES
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Want to see the nearest Whataburger?

Allow the browser to use your location.
Mandelbachtal

< Use current location

Image: Freepik - Freepik.com
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L/ 1

Explain why your app needs the permission

Check whether your app should show a [EXeIEIl to the user, explaining why

your app needs the user to grant a particular runtime permission. If the system
determines that your app shouldn't show a [ElJeBEIE, continue to the next step
directly, without showing a Ul element.

m TN CE-Jpurpose string

Learn how to write clear and succinct [slfifeleS=Eiglals s to help people understand why your app needs
access to protected resources like their camera, location, and health data. We'll take you through best

practices to help craft concise [slilgslel=85iglylels and show you how you can improve wording in permission
requests.

1) https://developer.android.com/training/permissions/requesting
5  2) https://developer.apple.com/documentation/uikit/requesting-access-to-protected-resources
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Do web developers
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lllustration: storyset - Freepik.com
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" Findings: Identification of Rationales

From the 739 K crawled webpages...

]2% contained a rationale message.

-| O specific libraries accounted for the
mMost common rationale messages.

36 K unigue rationales across 85K webpages.
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Patterns and their Effects on
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Findings?
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Common
Text Patterns

and their effects

Message Tone
Encouragement
Message Content

Permission Necessity
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Content
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and their effects

Timing

Position
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Quest HealthConnect

@ Example Domain

o ()

Microphone Test

© Use your location? example.com

example.com wants to X

We need your permission to use your microphone
When prompted, click Allow.

©  Know your location
o] &  https://vsee.me

Block Allow

Timing

Enable Location
Services

To pinpoint your local ModernMD!

Share My Location!

Cancel
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Quest HealthConnect

© Use your location? example.com
rrrrrrrrrrrrrr

example.com wants to X

©  Know your location

Timing

o

Click Allow for all Waffle House menu

Enable Location updates and find a location near You!

Services

Searching location...

Please, allow browser to detect your location
. ® ..
[ ]

To pinpoint your local ModernMD!

Share My Location!

Cancel
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QuestHealthConnect

@ Example Domain

© Use your location? = example.com

example.com wants to X

@ Know your location

Timing

o

Click Allow for all Waffle House menu

Enable Location updates and find a location near You!

Services

To pinpoint your local ModernMD!

Share My Location!

Cancel

Searching location...

Please, allow browser to detect your location
.09

A
v
B
B
i

Undetected Locations!

Please allow access to your locations, to show the closest
pick-up poin around you
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Quest HealthConnect

@ Example Domain

© Use your location? example.com
cccccccccccccc

example.com wants to X

©  Know your location

Timing

o

Click Allow for all Waffle House menu

Enable Location updates and find a location near You!

Services

Searching location...

Please, allow browser to detect your location
. ® ..
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To pinpoint your local ModernMD!

Share My Location!

Cancel
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Allow access to the camera in your browser. To do this, click on the
m¢« camera icon or the f§ lock icon in your browser window and
select Allow from the drop-down menu.

n No thanks
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Instruction
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Continue
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Allow access to the camera in your browser. To do this, click on the
m¢« camera icon or the f§ lock icon in your browser window and
select Allow from the drop-down menu.

n No thanks
Meet requires access to your camera. Click the
® ® ® @ onesignal - Multi-plattorr x

€ > C §reosiresspaicom camera blocked icon g in your browser's no CANCEL Don't allow Later on

address bar.
DENY No thank you!

Visu a I & B u tto n S How to set up the microphone

Instruction

Elements i - BE=E1

Continue

Join without camera and mic

Alternative
Option

Q Search by ZIP code or city, state
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Allow access to the camera in your browser. To do this, click on the

m¢« camera icon or the g lock icon in your browser window and

select Allow from the drop-down menu.
n No thanks

Meet requires access to your camera. Click the
® @ onesignal - Multi-platforr x » . l |
s onesgalcon camera blocked icon g in your browser's no CANCEL A — p—
address bar.

X

DENY No thank you!

nnnnnnnn

Visu a I & B u tto n S How to set up the microphone

Instruction

Elements i - BE=E1

Continue

Join without camera and mic _9%
Alternative fecrEeee

Option

In grant
rate

Q Search by ZIP code or city, state



R\ Ih

: Ul Patterns & their Effects: Layout

(AN

Side of Map
Your browser blocked our request to get your location. Te Xt Ove r | ay

* Allow the geolocation on your browser and refresh the

page.

» Search an address in the search field above. “To use /ive OUdio inpUtl p/ease O//OW Occess
* Show all locations by clicking the button below. to yo ur bro Wser m icroph On e W

Show all locations

Click “Allow” button on top of the

browser page to switch on the
notification on the site.

Ul Layout Patterns

Fullscreen

Dialog On Permission-
Protected Content

SOUTH
DAKOTA

HO
' WYOMING

The map could not get your current location.
L Please enable the location services. Click here for instructions.

Button

Want to see the nearest Whataburger?
Click Allow to get notifications. Start Test @ Allow the browser to use your location.

Get real-time updates through Push Notifications.

< Use current location

1 o= Sa—
: T "
;i Al . o
A | SOUTH
IegO NEW MEXlCO WUNA
\BAMA

Banner i e ? V

N\ \

) ) @ : ‘San‘Anito
You did not allow the browser to use the web camera. Reload the page and try again. %:,x Houston
(@] , FLORIDA

19



\\ Ih

&
7

(AN

page.

¢ Search an address in the search field above.

Ul Patterns & their Effects: Layout

Side of Map

Your browser blocked our request to get your location. I e Xt

* Allow the geolocation on your browser and refresh the

“To use live audio input, please allow access

* Show all locations by clicking the button below. to yo ur bro Wser m icroph On e W

Show all locations

Get real-time updates through Push Notifications.

Ul Layout Patterns

Fullscreen

BF=lele
Button

Want to see the nearest Whataburger?

Click Allow to get notifications. Start Test @ Allow the browser to use your location.

19

< Use current location

Banner

You did not allow the browser to use the web camera. Reload the page and try again.

Overlay
+41%

increase in
grant rate

Click “Allow” button on top ot

browser page to switch on the
notification on the site.

On Permission-
Protected Content

HO
' WYOMING

The map could not get your current location.
L Please enable the location services. Click here for instructions.

SOUTH
DAKOTA

i - v d A | <
-‘ r ; T : .
Al . o
ARKANSA
: " SOUTH
|ego NEW MEXICO WLINA
H \BAMA
i T GEO
\
2 ; \
2 San A“t‘" Houston ‘
2 A

FELORIDA
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Side of Map

Your browser blocked our request to get your location. I e Xt

* Allow the geolocation on your browser and refresh the

Overlay

page.

. .. (o)
» Search an address in the search field above. “TO use /I Ve O Udlo Inp u t’ p/ease O //OW Occess + 41 /0
« Show all locations by clicking the button below. to yo ur bro Wser m icroph On e ” i n C rea Se i n

grant rate

Click “Allow” button on top ot

browser page to switch on the
notification on the site.

Ul Layout Patterns

M=l +33%

increase in

grant rate Dialog On Permission-

Protected Co nte Nt

SOUTH
HO
' WYOMING

Button
Want to see the nearest Whataburger?

Click Allow to get notifications. Start Test @ Allow the browser to use your location.

DAKOTA

Get real-time updates through Push Notifications.

The map could not get your current Iocatlon
L Please enable the location services. Clic e for instructions.

< Use current location

7 ! g ; o 2y
Al N i . v |
ARKANSA

i NEW MEXICO \ SOUTH
|égo ! e v’\SJUNA

I X GL[‘,

. . : ‘SanAnto
You did not allow the browser to use the web camera. Reload the page and try again. " Houston

FLORIDA

Banner

19



RN "'/

: Ul Patterns & their Effects: Layout

'/' l\\\

Side of Map

Your browser blocked our request to get your location. I e Xt

“To use live audio input, please allow access
to your browser microphone”

* Allow the geolocation on your browser and refresh the

page.
¢ Search an address in the search field above.

* Show all locations by clicking the button below.

Show all locations

Ul Layout Patterns

M=l +33%

increase in
grant rate

BF=lele
Button

: +23%

Click Allow to get notifications.
Get real-time updates through Push Notifications.

Want to see the nearest Whataburger?

Start Test

Allow the browser to use your location.

increase in
grant rate

< Use current location

Banner

You did not allow the browser to use the web camera. Reload the page and try again.

19

iego

Overlay
+41%

increase in
grant rate

Click “Allow” button on top ot

browser page to switch on the
notification on the site.

On Permission-
Protected Content

SOUTH
DAKOTA

HO
' WYOMING

The map could not get your current Iocatlon
L Please enable the location services. Clic e for instructions. ¢

LINA
\BAMA
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San Anto' Houston "
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Side of Map

Your browser blocked our request to get your location.

* Allow the geolocation on your browser and refresh the
page.
» Search an address in the search field above.

* Show all locations by clicking the button below.

Show all locations

Ul Layout Patterns

M=l +33%

increase in
grant rate

BF=lele
Button

: +23%

Click Allow to get notifications.
Get real-time updates through Push Notifications.

Want to see the nearest Whataburger?

Start Test

Allow the browser to use your location.

increase in
grant rate

< Use current location

Banner

You did not allow the browser to use the web camera. Reload the page and try again.

19

“To use live audio input, please allow access
to your browser microphone”

iego

Overlay
+41%

increase in
grant rate

Click “Allow” button on top ot

browser page to switch on the
notification on the site.

On Permission-
Protected Content

SOUTH
DAKOTA
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' WYOMING

The map could not get your current location.
L Please enable the location services. Click here for instructions.  §
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Side of Map

Your browser blocked our request to get your location.

* Allow the geolocation on your browser and refresh the
page.

“To use live audio input, please allow access
to your browser microphone”

¢ Search an address in the search field above.

* Show all locations by clicking the button below.

Show all locations

Ul Layout Patterns

M=l +33%
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grant rate

BF=lele
Button

: +23%

Click Allow to get notifications.
Get real-time updates through Push Notifications.

Want to see the nearest Whataburger?
Start Test

Allow the browser to use your location.
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You did not allow the browser to use the web camera. Reload the page and try again.
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Overlay

Click “Allow” button on top of the
browser page to switch on the
notification on the site.

Notification Rationales

Fullscreen

BF=lele

This website would like to send
awesome update and offers!
Notifications can be turned off anytime

Click Allow to get notifications.

Get real-time updates through Push Notifications. from browser setting.

Maybe later

20



\"Ih

s\'l'y),

A\

'/' l\\\

Side of Map

Your browser blocked our request to get your location.

* Allow the geolocation on your browser and refresh the
page.

¢ Search an address in the search field above.

* Show all locations by clicking the button below.

Show all locations

Ul Patterns & their Effects: Layout

Text

“Could not get your current position!
Location service must be enabled.”

Geolocation Rationales

BF=lele
Button

Want to see the nearest Whataburger?

@ NEAREST DEALERS Allow the browser to use your location.

< Use current location

Banner

A Location permission denied. Learn how to turn it on. X
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Side of Map

Your browser blocked our request to get your location. I eXt

* Allow the geolocation on your browser and refresh the
. Z:ih an address in the search field above. “CO u /d n Ot ge t yo ur Curren t pOSition!
» Show all locations by clicking the button below. LOCO tion SerVice m ust be en ab/ed. ”

Show all locations

Geolocation Rationales

BF=lele
Button

Want to see the nearest Whataburger?

@ NEAREST DEALERS Allow the browser to use your location.

< Use current location

Banner

A Location permission denied. Learn how to turn it on. X
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Text
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We presented the first approach
to systematically detect and study
web permission rationales at scale.

We created a comprehensive
catalog of 3.6K unique, manually-
vetted rationale text samples and
749 Uls.

Our exploratory analysis showed
that different rationale patterns
affect users' permission decisions
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Thank you very much!

Yusra Elbitar Soheil Khodayari Marian Harbach Gianluca De Stefano
CISPA CISPA GOOGLE CISPA

Balazs Csaba Engedy Giancarlo Pellegrino Sven Bugiel
24 GOOGLE CISPA CISPA



