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• Software compartmentalization is 
still  not widely adopted 

• Lack of automation and high 
migration effort is big reason.

• Certain software idioms make 
automated compartmentalization 
difficult.

Fatih Durmaz, Sven Bugiel
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Migration-Relevant Software 
Idioms under Capability 
Systems

MOTIVATION

• Legacy software idioms become 
migration blockers when 

capability primitives invalidate 
hidden assumptions.

RESEARCH QUESTIONS

RQ1: Which idioms across software 
stacks recur as obstacles during 
migration to capability systems?

RQ2: How do capability-system 
primitives shape these obstacles, and in 
which software-capability-system 
combinations is automation realistic?uint64_t raw = (uint64_t)p;

void*q = (void*) raw;

METHODOLOGY 

Identification

Forums & Mailing Lists

Screening

Repositories & Issue Trackers

8

Papers & Technical Reports
• If Open Access

- Keyword filtering
- LLM screening
- Manual screening

• If Closed Access
- Scrape preprints
- Keyword filtering & manual

screening 

Papers & Technical Reports

36 12,621 7,525

Evidence Extraction

Papers & Technical Reports
• Evidence: Idiom, Affected 

System & Difficulty
• Localized hints from 

screening guiding manual 
extraction.

Taxonomy Construction

• Group idioms by 
assumptions & code 
patterns

• Group capability 
systems by protection 
semantics.

• Link semantics to 
concrete primitives

• Cross-map idioms ×
primitives to identify 
difficult migrations.

SELECTED IDIOM PATTERNS

Idiom Pattern Hidden 
assumption Exposing primitive type Migration Symptom Example 

Dynamic 
loading/ Lazy 
initialization

Code can 
acquire 
authority later at 
runtime

Sandbox entry + explicit 
delegation of filesystem / 
loader authority.

dlopen() or late 
initialization fails 
inside compartment

SOAAP1

Enclosing-
object recovery

A pointer to a 
field can recover 
the full 
enclosing object 
using layout 
arithmetic

Strict capability bounds, 
provenance, and validity tag 

Field-bounded 
capability may not 
authorize access to 
the enclosing object

CHERI2

Type-unsafe 
zero 
initialization

A zero-initialized 
pointer field is 
safely readable 
as NULL.

On-load pointer 
authentication for in-
memory pointers

NULL checks over 
calloc-initialized 
pointer fields may 
evaluate incorrectly.

Capacity3

IDIOM DIFFICULTY 
CRITERIA

Criterion What it measures

Patch 
scope 

How large and widespread 
the required change is

Semantic 
risk 

Risk of changing intended 
program behaviour

Automation 
difficulty

Whether tools can recognize 
and transform the idiom 
reliably

Capability 
conflict

How directly the idiom 
violates capability system 
assumptions
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