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Abstract—Field-Programmable Gate Arrays (FPGAs) facil-
itate a write-compile-debug cycle for digital circuits, re-
sembling modern software development. Crucially, FPGA
circuits comprise modules that can be re-used across projects.
Many generic modules are available from commercial and
open-source vendors as Intellectual Property (IP) cores.

However, using third-party IP cores in FPGA designs
poses critical supply chain security risks: FPGAs are increas-
ingly being used in security- and safety-critical applications
like automotive driver assistance or core networking. Thus,
vulnerabilities in any component—homegrown or licensed—
can have far-reaching consequences.

While susceptibility of FPGA IP to security-critical im-
plementation bugs has been shown in the literature, the
prevalence and management of security vulnerabilities in
FPGA IP has never been studied quantitatively. In this paper,
we present the first measurement study covering 19 repre-
sentative IP cores with 1250 total known issues over three
commercial vendors and one open-source vendor. We classify
284 issues as security critical, predominantly affecting avail-
ability (134) and integrity (184). We analyze the survivability
of these vulnerabilities and their mitigations. We find that
mean-time-to-fix is between 5 and 12 months for commercial
vendors, with outliers of up to 70 months, and no available
mitigations for certain vulnerabilities. Specifically, 14 issues
have fixes that support fewer FPGA devices than the vulnerable
version, including 11 issues that vendors themselves label as
critical but for which no workaround exists. We conclude with
concrete recommendations for the industry, based on lessons
learned from software vulnerability management.

Index Terms—FPGA security, Vulnerability Survey, IP Core
Security, Hardware Security

1. Introduction

Developing a novel integrated circuit (IC) solution
costs significant time and money. While still true for
Application-Specific Integrated Circuits (ASICs), the pro-
liferation of Field-Programmable Gate Array (FPGA)
technology challenges this assumption: FPGA toolchains
allow compiling (synthesizing) Hardware Description
Language (HDL) source code into a circuit that can be
programmed onto an FPGA reversibly. This allows FPGA
developers to follow a write-compile-debug cycle, more
similar to software development than traditional hardware
engineering, speeding up development drastically [1].
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While sometimes only used for testing circuits that go
on to become ASICs, case studies support that FPGAs
are increasingly being placed on custom PCBs for use
in real-world products. This is especially true for low-
volume devices, where lower non-recurring engineering
costs are more important than per-unit manufacturing
costs. For example, FPGAs built by Microchip are used
as a crucial bridge technology for Al-based healthcare ap-
plications [2]. FPGAs by Xilinx (now AMD) serve driver
assistance like emergency braking in Subaru cars [3].
Several radiation-hardened Xilinx FPGAs have also been
sent to Mars as a part of the Perseverance rover [4].

In addition to the faster development cycle, the
technology-independent HDLs allow sharing compo-
nents across projects as Intellectual Property (IP) cores.
Thereby, instead of having to reinvent the wheel for each
project, FPGA developers can import cost-effective off-
the-shelf IP cores for solved problems and focus on novel
components that provide stakeholder value. Naturally,
sharing IPs in this manner can be facilitated between
different legal entities with the help of license agreements.
In essence, one can use IP cores in the same way as third-
party libraries in software development.

In order to illustrate this argument, consider the hypo-
thetical scenario of building a System-on-Chip (SoC) for
an autonomous mobile robot that, e.g., transports items in
a factory from a location A to B. The SoC can be built
almost entirely out of existing general-purpose compo-
nents: The basis for the SoC can be an AMD Zynqg-7000
microprocessor with integrated FPGA [5] on a custom
PCB. The FPGA can then implement a Camera Serial
Interface (CSI) controller interfacing with the camera [6],
[7] for navigation and an Ethernet controller [8] for com-
munication with wired networks. Finally, custom hardware
components can process the camera feed for navigation
and obstacle detection and control the motors inside the
robot. These custom components can interact with the
SoC using standard buses such as Advanced eXtensible
Interface (AXI) [9]. Infrastructure for this purpose is abun-
dantly available in AMD’s FPGA toolchain, Vivado [10].

Looking back at our example, which parts does
the SoC vendor actually have to build from scratch?
In fact, they only have to supply components that
support their project-specific business logic, relying on
commercial-off-the-shelf components for the remaining
design. Thereby, the vendor can reduce the development
timeline from potentially years to mere months.

However, this accelerated development cycle comes
with supply chain risks: In addition to the intended func-



tionality, the vendor in the example is exposed to any im-
plementation defects in the licensed IP cores. In particular,
the vendor might have inadvertently imported exploitable
security vulnerabilities into the design.

Qualitatively, it is well-documented that exploitable
hardware vulnerabilities do exist and can have a severe
impact on overall product security [11], [12], [13], [14],
[15]. However, there are no quantitative studies that cover
FPGA designs. Thereby, it is difficult to judge how serious
this problem is in real-world FPGA designs. Drawing
parallels to the development of security-critical software,
supply-chain risks should never be taken lightly: large-
scale surveys across publicly known issues in the National
Vulnerability Database (NVD) spanning over a decade
each highlight that the rate and severity of vulnerabilities
being found in the software supply chain only ever in-
creases, even in security-critical software [16], [17], [18].

The only quantitative analysis of hardware vulnerabili-
ties solely covers x86 CPUs by AMD and Intel, which are
hardwired ICs [19]. Due to their immutable nature, signif-
icant effort is invested in testing hardwired ICs like CPUs
and ASICs to ensure the intended function is implemented
correctly and securely [20], [21], [22], [23], [24], [25]. In
contrast, as the name suggests, FPGAs can be updated
in the field. Hence, any defect in FPGA designs or IP
cores can just be patched over the air. Thereby, it stands
to reason that verification might have lower priority, and
vulnerabilities might thus be propagating into real-world
devices more frequently. However, confirming or disputing
this hypothesis requires quantitative data.

This paper addresses this research gap by perform-
ing a comprehensive measurement study in vulnerability
management across major commercial and open source
FPGA IP core vendors. We believe that the results of this
study can pave the way for increased awareness of the
security risks associated with FPGA IP and improve the
handling of such vulnerabilities, both on the part of IP
vendors and on the part of IP users. Similar studies have
been conducted in the software domain, spanning domains
such as cryptographic libraries or the Android ecosystem.
These works have increased developer awareness when
it comes to patching vulnerabilities and helped library
developers direct attention to the right places when it
comes to preventing vulnerabilities [16], [17], [18], [26],

(271, [28], [291, [30), [51), [52], [33], [34], [35], [36],

[37], just as we intend with this study.

Contributions. We make the following contributions:

« We conduct a systematic survey of publicly available
implementation issues affecting FPGA IP cores. In
total, we surveyed 1250 issues across 14 commercial
and 5 open-source cores from 4 vendors. Our data
set is available for future research [38].

o Using manual classification, we determine 284 of
these issues to be security-relevant and provide in-
sights into the violated security goals. We classify the
security-relevant issues into 6 recurring archetypes.

o We derive insights into how vendors patch the afore-
mentioned vulnerabilities:

— We found that 103 out of 284 issues cannot be
patched without upgrading to a new version of the
FPGA toolchain, which may require the purchase
of a new license or result in the loss of access to

end-of-life IP cores. The survivability of identified
issues varies between less than one month and a
maximum of 70 months, with a median of O to 6
months, depending on the vendor.

— We identify 14 out of 284 issues that potentially
affect a legacy Intel device family, but provide no
patch for the last version of the FPGA toolchain
that supports this device family. According to the
information provided, 11 of these issues cannot be
mitigated in any way on these legacy devices while
being assessed as critical by Intel.

— Overall, our results indicate that it is practically
infeasible for FPGA developers to ensure that mit-
igations for all issues affecting the cores they use
are applied. Thereby, we identify an urgent need
for the FPGA industry to adopt existing vulner-
ability management practices from the software
domain and improve supply-chain security.

2. Background

This section provides a brief overview of logic design
in general, designing logic for FPGAs specifically, and
the use of IP cores. The reader is referred to the excellent
books by Harris and Harris [39] and Taraate [I] for
additional details.

2.1. Digital Logic Design

Using hardware description languages (HDLs) like
Verilog or VHDL, engineers can specify the behavior of
digital circuits in a technology-independent manner. HDLs
structure circuits as a tree of modules with explicit inputs
and outputs. Inputs and outputs of the top module are
treated as IC electrical pins. Modules can use stateful
(sequential, e.g., registers) or stateless (combinational,
e.g., if-then-else statements) logic to express behavior.

The design synthesis process translates a design from
human-readable code into a netlist. The netlist consists
solely of primitive cells in the target technology and sim-
ple wire connections. To this end, the synthesis compiler
infers primitives such as registers, combinational logic and
memories from HDL based on its semantics.

The synthesized netlist is not directly manufacturable
as an ASIC or loadable onto an FPGA, as it still abstracts
from electrical details. Instead, placement and routing
phases need to be completed. Placement determines a
specific physical location for a cell in the netlist, e.g.,
a grid location in an ASIC or a specific primitive cell
on an FPGA. Routing instantiates physical connections
between placed cells as specified in the netlist using
routing primitives provided by the technology. The routed
design can then be manufactured or loaded onto an FPGA.

Circuits operate with a specified input clock that has
physical characteristics such as period, duty cycle, and
jitter. Combinational cells and routes have a delay, while
registers have setup and hold times, necessitating input
data to arrive no later than a point in time and to remain
stable until a certain point in time. Therein, setup and hold
times are always relative to the clock edge. Violating these
timing requirements can cause metastability, an electrical
phenomenon that describes registers being in an undefined
state, or write stale or inconsistent data. Hence, FPGA



and ASIC toolchains use static timing analysis (STA)
during place-and-route in order to ensure that timing
requirements are met and the circuit functions correctly.

2.2. FPGA Technology

FPGAs internally consist of primitives like registers
for state, arithmetic primitives like adders, and lookup
tables (LUTs) for logic. LUTs essentially implement truth
tables in hardware: they contain an exhaustive mapping
table that describes the mapping of input tuples to output
tuples and can be reversibly changed when programming
the FPGA. LUTs and registers can be connected using re-
configurable routing primitives to form arbitrary circuits.

FPGA toolchains, such as AMD’s Vivado [10], consist
of the same components (synthesis compiler, placer, and
router) as ASIC toolchains. However, they are normally
specific to the vendor of the target FPGA.

2.3. FPGA Intellectual Property (IP) cores

HDL modules facilitate design reuse across projects.
Hence, generic components are often developed and made
available to other parties as intellectual property (IP) core.
Thereby, IP cores are an equivalent of software libraries,
allowing developers to focus on their primary business
logic while incorporating existing solutions whenever pos-
sible akin to modern software development.

In the hardware domain, two types of IP core need to
be distinguished: hard and soft IP cores. Hard IP cores
refer to primitives of FPGAs that are instantiated as black
boxes in a design and resolved by the placer. Soft IP cores
on the other hand are provided as HDL or netlist, consist-
ing of generic logic cells just like the rest of the design.
In essence, soft IP cores resemble software libraries while
hard IP cores are similar to compiler intrinsics.

3. Related Work

As already pointed out in Section 1, security vulner-
abilities in hardware have been studied extensively using
qualitative methods. Also, the orthogonal problems of
prevention and containment of hardware bugs have been
studied. Finally, we would like to emphasize the similarity
of our work with research into software libraries.

Several taxonomies of hardware-specific attacks have
been published [11], [12], [14], [40], [41], [42], [43].
Howeyver, in contrast to this work, these taxonomies are
based on attacks presented in the academic literature.

A quantitative taxonomy of in-the-wild vulnerabilities
in IP cores, targeting FPGAs or ASICs, does not yet exist.
We believe both studies will benefit the community. We
focus on FPGAs due to their reconfigurability: vulnerabil-
ities in FPGA designs can be patched using an IP update,
followed by a new synthesis, place, and route cycle,
and reconfiguration of existing customer devices. Thus,
vulnerability management, with an emphasis on patching,
akin to best practices in software development, can ensure
the security of end-user devices. However, ASICs are
immutable. Thus, there may be no straightforward way
to fix vulnerabilities that affect them. On the other hand,
publishing vulnerabilities can enable in-the-wild exploita-
tion of these bugs in customer devices. Hence, vendors

might be hesitant to publish ASIC vulnerabilities, making
a comprehensive study of ASIC vulnerabilities difficult.
Bellay et al. argue that this may be one of the reasons why
few CVEs that affect ASICs are reported to the NVD [44].

The closest work to our study is RemembERR by
Solt et al. [19]. In their study, the authors systematically
surveyed implementation issues in x86 CPUs by AMD
and Intel. The authors classified the vulnerabilities and
analyzed them for patterns, with the goal of preventing
similar bugs in the future. Overall, our methodology is
very similar to Solt et al., but instead of (hardwired) CPUs,
we focus on FPGA IP cores.

An orthogonal problem to surveying IP core vul-
nerabilities is to detect or prevent vulnerabilities before
shipping an IP core, such as hardware trojans [45]. Re-
search studies with the intent to find illicit modifications
or counterfeit ICs have also been conducted [44], [460].
Also, much work has been conducted with the intent to
find inadvertently introduced logic bugs in behavioral
simulation during development and testing [20], [21],
[22], [23], [24], [25]. Researchers have also attempted
to detect previously unknown vulnerabilities in publicly
available IP cores [13], [41], [47]. Finally, with the goal
of preventing the introduction of bugs, formal verification
approaches have been explored [48], [49], [50].

A second orthogonal problem is handling vulnera-
bilities at run time without requiring re-synthesis and
re-configuration of an FPGA or re-manufacturing of an
ASIC. To this end, both patching [51] and contain-
ment [52], [53] of vulnerable IP cores has been studied.

Finally, we should point out the large corpus of similar
studies conducted in the software space, many of which
have proven highly insightful and affected real change in
the industry. Over the last 20 years, researchers have re-
peatedly conducted large-scale analysis of publicly known
software vulnerabilities [16], [18], [26], [27], [28], [29],
[301, [31]. To this end, the National Vulnerability Database
(NVD) operated by NIST has been used as a ground truth.
Overall, the studies have analyzed the survivability or time
between introduction and patching of vulnerabilities, as
well as broad patterns in cause and type of vulnerabilities.
The results were used to gauge the security posture of the
security community as a whole and to determine where
to place more effort during development. Overall, the
methodology of these works is very similar to our study.

Similar investigations with a narrower scope and
deeper analysis have also been conducted. Two particu-
larly interesting examples are cryptographic software and
the Android operating system. In cryptographic software,
studies often focused on understanding problems with
the developer mindset and development procedures that
caused certain patterns in recurring issues [17], [32],
[54]. The results of these studies helped direct focus
during development. In the Android domain, the primary
research objective was to investigate the survivability of
vulnerabilities, with the goal of identifying methods to
deliver critical security patches more efficiently. Addi-
tionally, research developed predictive methods to au-
tomatically detect and fix vulnerabilities, and attempted
to identify especially vulnerable components that require
more scrutiny [33], [34], [35], [36], [37].



4. Motivation and Research Questions

As pointed out in Section 3, many surveys of vulner-
abilities and patching have been conducted in the soft-
ware development domain. Thereby, research work has
contributed to gaining a better understanding of security
risks and their specific causes. Programmers also have
gained insights into where to direct their attention during
development and testing of security-relevant software.

As software depends on hardware to guarantee any
security at all, vulnerabilities in any hardware component
have the potential to be catastrophic. However, struc-
tured insights into vulnerabilities that affect hardware—
specifically, FPGA IP cores—did not exist to a satisfactory
degree at the time of writing [44]. Hence, we conduct
a survey of FPGA vulnerabilities using the established
methodologies from the software domain to close this gap.

In particular, we answer these research questions:

Disclosure of IP Core Vulnerabilities

1) Which ways of disclosing vulnerabilities in IP
cores do FPGA IP vendors use?

2) Are there vendors whose vulnerability information
is not publicly available?

3) Do vendors distinguish security-critical vulnerabil-
ities from functional bugs?

Categorization of IP Core Vulnerabilities

4)  Which security goals do FPGA IP core vulnerabil-
ities affect?

5) Which types of vulnerabilities occur in FPGA IP
cores?

6) Are there measurable patterns in the disclosure of
FPGA IP core vulnerabilities?

7) Do FPGA IP vendors categorize security issues
according to vulnerability classification schemes
like Common Weakness Enumeration (CWE)?

Mitigations of IP Core Vulnerabilities

8) What types of mitigations for the found vulnerabil-
ities were proposed?

9) Do mitigations involve re-synthesis of the FPGA
design, or can the mitigations be applied at run
time?

10) What is the survivability of vulnerabilities?

11) Are there vulnerabilities without mitigations?

5. Methodology

This section details our methodology for collecting
and analyzing IP cores and their known issues. We start
with a high-level overview over the methodology, before
detailing the individual stages (identification of vendors,
aggregation of per-core issues, filtering, and analysis).

5.1. Overview

We used a structured methodology for collecting IP
cores and their issues, similar to previous works in the
hardware [19] and software [54] domains.

First, we identified representative vendors of FPGA
cores. We selected the vendors AMD (formerly Xilinx),
Intel (formerly Altera), and Lattice Semiconductor based

on market share in the FPGA industry. We used GitHub
stars as a proxy metric for popularity for selecting the
open-source IP core collection LiteX by enjoy-digital.

In a second step, we identified the total number of
IP cores for each vendor. We used information from the
vendors’ websites or GitHub for this purpose.

We then identified the fotal number of known issues
per core, using information provided by the vendor. We
discuss this step separately for each vendor. In this step,
the analysis of the issues had not yet been conducted.

We selected three representative IP cores per vendor.
After reviewer feedback, we extended this to five IP cores.
For AMD, Intel, and Lattice, we selected these cores by
the number of issues found, excluding any end-of-life
cores. For Lattice, only four cores had security-relevant
issues. For the open-source vendor LiteX, we selected the
five cores with the highest number of GitHub stars.

In a final filtering step, we ensured the collected issues
truly pertained to the intended IP cores. This step was only
necessary for Intel, which was the only vendor for which
we had no structured way to retrieve these issues.

A PRISMA diagram [55] with annotations that de-
scribe the surveyed cores and issues per stage can be found
in Figure 1. The issues in the last stage of the PRISMA
diagram were classified by two independent reviewers.

5.2. Identification and Aggregation of Issues

Using two subsequent collection stages, we identified
the total number of IP cores provided by each vendor,
followed by the total number of issues per core. We
illustrate the distribution of issues over the top ¢ cores in
fig. 2. We selected the top five cores for further analysis.
For Lattice, due to the low number of issues, we surveyed
all cores and found only four cores with security-relevant
issues. Our collection comprises issues published no later
than September 30%, 2025.

5.2.1. Vendors Considered. We aimed at capturing a
representative set of big players offering at least 5 IP
cores. Unfortunately, we were unable to find publicly
available market share information for FPGA IP specif-
ically. However, FPGA device vendors usually provide
a rich ecosystem of first-party IP cores alongside their
toolchains. Hence, we selected FPGA IP vendors based
on FPGA device market share [56]. The five main FPGA
vendors are AMD (formerly Xilinx), Intel (formerly Al-
tera), Lattice, Microchip and Achronix. Of these, Intel and
AMD cover almost the entire market. Due to a lack of
publicly available issues for Microchip and Achronix, our
final selection comprised AMD, Intel, and Lattice.

For selecting open-source vendors, we started the iden-
tification process with the communities LiteX [57] (made
by vendor enjoy-digital), PULP [58], OpenCores.org [59]
and OpenHW Group [60] based on our expert knowledge.
We discarded OpenCores.org, as the community has seen
little to no activity in the past decade. We selected LiteX
due to having the highest number of GitHub stars, our
proxy metric for popularity.

IP cores and their associated issues were then collected
using a combination of manual and automated crawling,
which is discussed in the following sections for each
individual vendor. For all vendors, our selection process
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Figure 1: PRISMA diagram quantifying the paper collec-
tion process. We quantify the total cores per vendor ¢,
and total number of issues per core ¢;. Green boxes mark
cores and issues included in intermediate stages, orange
boxes mark filtered issues and cores.

solely comprised soft and mixed IP cores, i.e., cores that
are partially or fully distributed in source or netlist form.
We will discuss this decision in Section 7.5.

5.2.2. AMD. IP Core collection. AMD provides one pub-
licly accessible product guide (PG) in HTML or PDF
format for each IP core, typically containing a link to
an entry in AMD’s knowledge base known as the master
answer record (MAR). The master answer record lists all
known issues for the respective core, with a unique answer
number assigned to each issue, making the scraping of
these issues a straightforward process.

To identify available IP cores, we utilized AMD’s Sup-
port Keyword Search [61] portal with an empty argument
and filtered the results for IP cores and product guides.
In total, we identified 321 product guides in the portal.

For 160 product guides, we found a HTML product guide
page with a link to the master answer record. Out of the
remaining 161 product guides,

e 142 product guides were PDF documents, 111 of
which did not have any link to the associated master
answer record of known issues,

o 17 product guides did not exist in AMD’s database,

o 2 product guides were valid HTML product guides,
but lacked the link to the master answer record.

After identifying all IP cores, we aggregated the issues
for each core by parsing the 191 identified master answer
records. To this end, we used an automatic crawler.

Challenges. First, we realized that AMD has official
errata accessible through Support Keyword Search [61].
These errata mark security-related issues in the corre-
sponding Xilinx answer records and, in certain cases,
contain information about violated security properties and
reference assigned CVEs. Unfortunately, the errata only
comprise FPGA primitives and functions and ignore any
FPGA IP that does not directly correspond to a primitive,
making them irrelevant for this study.

Second, while collecting issues with the help of the
master answer record worked well for most cores, the
master answer record was not linked in the product guide
for many of the IP cores. In this case, we tried to find
it by searching for it in the AMD Technical Information
Portal [62]. If we did not find the master answer record,
we excluded that particular core from our analysis.

Additionally, we noted that for some issues, no Answer
Record with a detailed description was available. We later
excluded these issues from our analysis.

Also, for the UltraScale Memory IP core, the MAR
linked MARs for other variants of the core. Hence, we
had to manually parse these MARs recursively. Hence,
the core has more issues (167) than initially crawled (52).

Finally, for some legacy IP cores, we did not find
accessible issues. While the product guides of these cores
often contained answer numbers, we were unable to re-
solve these numbers in AMD’s support database. We
assume that this documentation was lost in a migration
of AMD’s (then: Xilinx’) support system around 2013.
We requested confirmation from the vendor, who was
unfortunately not able to confirm this.

5.2.3. Intel. IP Core collection. Intel provides an
overview of all FPGA IP cores it offers [63]. In total,
they list 74 TP cores. However, notably, some listed IP
cores actually refer to IP core collections: For example, the
Video and Vision Processing Suite contains 49 IP cores,
and the Video and Image Processing Suite contains 20 IP
cores. For the purposes of our study, each component of
these suites was treated as a separate core, and issues were
counted for one specific core, resulting in 137 IP cores.

Intel provides an FPGA Knowledge Base [064] site,
which lists all known IP core issues. However, the site
does not allow filtering for issues related to specific IP
cores by default. Additionally, no equivalent of AMD’s
master answer record, which lists a set of issues for
respective IP cores, exists. Hence, we had to resort to
full-text search to identify all issues for a single IP core.
After considering the listed IP cores and discarding IP
cores for which we could not find any known issues in
the knowledge base, we surveyed 87 IP cores.
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Figure 2: Issues per core over cores in ranked order (number of issues or stars, September 2025). Dashed line denotes
cut-off for data collection. Total number of included and excluded issues per vendor listed.

When we collected issues for two additional IP cores
in March 2026, we found that the FPGA Knowledge
Base [64] did not return any bug reports for any FPGA
IP core any more. It appears that between the first and
second collection phases, Intel migrated known issues
to the Altera Documentation and Resources Center [65].
Hence, we collected issues for the SDI II and Low-Latency
10G Ethernet MAC 1P cores via the Altera Documentation
and Resources Center, filtering for Knowledge Articles
and using the same strategy as for the Intel database. The
dataset for the other cores and the ranking was crawled
exclusively from Intel’s FPGA Knowledge Base [64].

Challenges. First, similar to AMD, Intel publishes
explicit errata for device primitives only [60]. While the
user guides of certain IP cores explicitly link errata, all of
these links lead to 404 error pages at the time of writing.

Second, as pointed out earlier, identifying all issues
with each individual IP core is unnecessarily complicated
at times. We found that issues related to a particular IP
core can only be found by utilizing free text search. To
this end, we had to constrain the search string using quotes
to ensure the full search string matched the results. At the
same time, we noticed that the names of IP cores were
used inconsistently. For example, for the “HDMI Intel®
FPGA IP Core,” issues referred to this core as “HDMI
Intel® FPGA IP Core,” “HDMI Intel® FPGA IP,” or even
only “HDMI IP.” Thus, we always used the most generic
version of the IP name and removed unrelated issues in
the final filtering stage. The issue is not unique to the
defunct Intel FPGA knowledge base [64], the new Altera
knowledge base [65] behaves in the same way.

5.2.4. Lattice. Lattice lists 350 IP cores in their solutions
page [07]. However, many of the listed cores are provided
by Lattice’s partners. Hence, we filtered for Lattice’s IP
cores only, resulting in a total of 173 cores.

Each IP core has a site with a Documentation section,
which links to the core’s user manual as a PDF. The User
Manual contains descriptions of known issues. Due to this
well-structured documentation, we were able to utilize
an automatic crawler to identify the user guides for all
IP cores and automatically parse the PDF documents to
determine the total number of known issues. Overall, we
only found 7 IP cores with listed known issues.

5.2.5. LiteX (OpenSource vendor). The LiteX Cores
Ecosystem [68] covers all IP cores (10 in total) currently

offered by the vendor. We were able to collect issues for
each core from the GitHub issue tracker.

5.3. Selection of Cores to Survey

For the commercial vendors, we selected the five (or
four, due to lack of cores with security-relevant issues
for Lattice) cores with the highest number of issues. We
chose this criterion for the following reason: We have no
direct information about the popularity and maturity of a
core. However, a core with a high number of issues has
likely been in use for a longer period and has a higher
number of users who encounter and report defects. Hence,
by selecting such cores, we increase the generalizability
and accuracy of our results.

For the open-source vendors, we instead selected the
five cores with the highest number of GitHub stars, serving
as a proxy metric for popularity. The reason for the dif-
ferent selection methodology was that the GitHub issues
of these cores do not differentiate between defects of the
core and general Q&A. Therefore, the total number of
issues was not as reliable as for the commercial vendors.

We skipped the LiteScope [69] core in our analysis.
The core is solely used for debugging circuits during
development, serving as an alternative to vendor-specific
embedded logic analyzers. Hence, we are confident that
this core is never used in a security-sensitive setting.

5.4. Filtering of Issues

This step was only necessary for Intel cores. As ex-
plained in Section 5.2.3, we had to resort to text search
to aggregate known issues of each core. Also, as known
issues for Intel cores sometimes use different spellings
of the core’s name, we had to search using the most
general version of the core’s name, which is also distinc-
tive enough to distinguish it from similarly named cores.
Hence, our original data set contained a small number of
issues that were mapped to the incorrect IP core, which
we manually removed from our dataset in this step.

5.5. Analysis of Issues

Research questions 1, 2 and 3 concern how vulnerabil-
ity information are disclosed qualitatively by the vendors
and what information is available to the public. Hence,
we were able to answer these questions using our insights



during the collection process. Furthermore, we extracted
the following information from the collected issues in
furtherance of our research questions:
« the security relevance for research question 4
o the type of security vulnerability and security goal
affected for research questions 4, 5, 6 and 7
o type and timeline of patches and workarounds for
research questions 8, 9, 10 and 11

All issues analyzed pertain to undesirable behavior of
a core in some context, i.e., implementation bugs. Within
the scope of our study, we were only interested in security
vulnerabilities, i.e., bugs that can be exploited to compro-
mise a security property of the system. Importantly, this
heavily depends on application context: in some contexts,
the inputs that trigger a bug can never be given to the core.
Also, the impact on security goals may not be practically
relevant in some applications. Related studies by Solt et
al. [19] and Zonta-Roudes et al. [47] faced the same issue
in their analysis. In both studies, the authors considered
bugs that were input-dependent and caused a deviation
from documented behavior to be security-relevant, without
assuming any particular application context. We follow
this methodology and consider all issues that can be trig-
gered by external inputs and whose effects can affect any
of the standard security goals confidentiality, integrity, and
availability of the overall system to be security relevant.

Further, we considered issues only when they per-
tained to problems with the core itself and it was feasible
to ship a design with the vulnerable core. Hence, all
issues attributed exclusively to behavior in simulation,
documentation, placement, or software stack failures were
discarded. Likewise, issues that prevented a core from
completing place-and-route were excluded. On the other
hand, we did consider timing violations: While most of
these problems are apparent after place-and-route, de-
signers may ship designs with slight timing violations or
(perhaps unintentionally) exclude certain paths from tim-
ing analysis altogether. Still, timing violations can cause
incorrect behavior in certain conditions depending on the
(physical) environment and the exact sequence of inputs,
making them potentially exploitable to an adversary in
order to change the behavior of the core [14].

For the classification of vulnerability types, we found
the Common Weakness Enumeration (CWE) to be an
inadequate system: The abstraction levels of CWEs per-
taining to hardware vary drastically, and many vulnerabil-
ities matched multiple or no CWEs. This is not a novel
insight and has been argued before: Bellay et al. [44] argue
that existing CWEs were derived from a limited set of
publicly known vulnerabilities in the hardware domain,
making it difficult to distill categories with general va-
lidity. Hence, we used the same iterative methodology as
Solt et al. [19] for building our own classification scheme:
Starting without any categories, we iterated through our
data set. When we encountered an issue that did not match
any of the existing categories, we attempted to generalize
it and added it to the relevant categories. After a first
pass through the vulnerabilities, we merged infrequent
categories into a more general category where possible.

We relied on manual analysis for classifying security
goals and vulnerability types. Author A; initially devel-
oped the categories, then discussed them with author Ao
until a consensus was reached. Authors A; and A, then

independently rated the categories and affected security
goal for each issue. We computed an inter-rater agree-
ment (IRA) using Krippendorft’s alpha [70] and Cohen’s
kappa [71] with the Jaccard metric [72]. We achieved «:
0.72, a: 0.69 for issue categories and x: 0.60, a: 0.43 for
security goals. Notably, A, systematically treated security
goals differently for timing vulnerabilities, resulting in
34 disagreements. Ignoring these, the IRA for security
goals would be «: 0.64, a: 0.51. A; and A, then reached
consensus on the labels for categories and security goals.
To this end, all issues with disagreements were discussed
in full, and a fitting label was selected.

5.6. Security Model

We defined our security goals confidentiality, integrity,
availability in the following way:

o Confidentiality issues allow access to data different
from what the specification requires for an input, e.g.,
incorrect address mapping in a memory controller.

o Integrity issues pertain to generation of incorrect
output data that the surrounding design cannot im-
mediately detect, e.g., reading stale data from a bus.

o Availability issues pertain to scenarios in which a
core cannot perform its specified function any more,
e.g., a crash-fault or hang.

6. Results

This section comprises our results. Our structured
vulnerability collection process, detailed in Section 5,
allowed us to answer several research questions related
to the dissemination of vulnerability information. We
will discuss these findings in the order of discovery in
Section 6.1, Section 6.2 and Section 6.3. We continue
with an overview of the surveyed issues and affected
security goals in Section 6.4. We then provide insights
into trends in vulnerabilities by analyzing reporting times
and vulnerability types according to our derived categories
for each surveyed core, as presented in Section 6.5 and
Section 6.6. This is followed by a discussion of vulnerabil-
ity survivability in Section 6.7 and the type of mitigation
provided in Section 6.8.

We provide an overview of the surveyed IP cores in
Table 1. Note that despite its name, the Infel® Agilex™
7 and Intel® Stratix® 10 FPGA E-Tile Hard IP core
is actually a mixed core containing mostly soft logic,
making it possible for Intel to make significant changes
to its behavior in IP updates. Hence, we covered it in
our collection. In total, out of 1250 issues, we classified
284 (~22.7%) as security-critical.

6.1. Ways of Disclosing Vulnerabilities

We found that commercial vendors AMD and Intel
collect known issues in a searchable database. For most
AMD cores (59.5%), there is a master answer record
(MAR) that lists all known issues in a table structure,
e.g., [73]. Individual issues are described with a brief
description of the symptom and the cause(s) of the prob-
lem, along with a suggested fix or solution, e.g., [74].
For Intel, individual issues are published in the same



format as for AMD. Howeyver, there is no structured MAR,
and one must use a free-text search to find all answer
records for a core. Lattice documents known issues with
their IP cores in each core’s user guide, e.g., [75]. Issue
descriptions are notably shorter than for Intel or AMD.
Finally, the surveyed open-source community LiteX uses
GitHub issues to disseminate known issues with their
cores, e.g., [76].

Result for Research Question 1

Which ways of disclosing vulnerabilities in IP cores do
FPGA IP vendors use?

Different methods of disclosing vulnerabilities were em-
ployed: AMD and Intel provide proprietary searchable
databases of known issues, where AMD’s database is
easier to search automatically than Intel’s. Lattice dis-
closes vulnerabilities in IP user guides. The open-source
vendor LiteX uses GitHub issues to that end.

6.2. Access to Vulnerability Information

Vulnerability information was found to be publicly
available for all surveyed vendors. However, we doubt the
durability of vulnerability information. AMD and Intel
only collect such information in proprietary databases,
which are subject to change or deletion at any time.
For Lattice, we found evidence of patched issues being
removed from updated product guides [75].

Result for Research Question 2

Are there vendors whose vulnerability information is not
publicly available?

All surveyed vendors made vulnerability information
publicly available, but Lattice removes known issues
as they are patched. This raises questions about the
durability of vulnerability information.

6.3. Triage of Known Issues by Vendors

We found that AMD and Intel provide curated lists
of known security vulnerabilities for primitives of the
FPGA devices themselves. These are hard macros and
were thus out of scope for this study. However, none of the
surveyed vendors mark any (soft or mixed) IP core issues
as security-critical. Of the four surveyed vendors, only
Intel makes an effort to assess the severity of IP issues:
Some issues are explicitly marked as critical. However, we
are unsure which process is used to determine this rating.
For example, consider the following issues with identical
impact on the same core and similar preconditions, both
reported in 2012:

“[...] This will cause intermittent failure on the
Ethernet data path, auto negotiation process, and
Ethernet link synchronization.” [77]
“Intermittent Ethernet link failure and data cor-
ruption occurs when [...]” [78]

The former issue [77] is not marked critical, whereas the
latter issue [78] is. Out of 469 surveyed issues for Intel,
we found 155 (33%) of the issues to be security critical;
however, Intel only reported 114 of these issues (73.5%)

as critical. Therefore, although there is a substantial over-
lap, we found Intel’s criticality rating to be unreliable. We
inquired about the process for determining this label, but
received no reply before submission.

Results for Research Questions 3 and 7

Do vendors distinguish security-critical vulnerabilities
from functional bugs (3)?

Do FPGA IP vendors categorize security issues accord-
ing to vulnerability classification schemes like Common
Weakness Enumeration (CWE) (7)?

None of the vendors explicitly mark issues that affect
security. No vulnerability classification scheme is used.
Only Intel designates issues as critical. However, only
73.5% of the identified security issues for Intel were
marked critical, raising questions about the usefulness
and process for determining this label.

6.4. Security Goals Affected by Vulnerabilities

As Table 1 shows, the surveyed issues pertain mostly
to integrity violations (184) or availability violations
(134), with issues potentially affecting both security goals.
This matches the qualitative results of Zonta-Roudes et
al. [47], who tested AXI IP cores for previously unknown
vulnerabilities: Most results from their survey fall into
the same categories. We also found 6 issues, mostly in
memory IP, that due to reordering or incorrect addressing
can violate confidentiality, e.g., in conjunction with a
CPU that supports userspace-kernelspace isolation. For 13
issues, we were unable to derive the affected security goal
from the description. They are counted as ambiguous.

Result for Research Question 4

Which types of security vulnerabilities that affect FPGA
IP cores have been disclosed?

Our survey reveals issues that predominantly jeopardize
the availability (134) and integrity (184) of a hardware
IP core. Confidentiality compromises depend on the con-
text, e.g., using a memory IP with a CPU that separates
kernel and user space.

6.5. Vulnerability Archetypes

We provide the final categories into which we classi-
fied the surveyed issues in Table 2. An overview of the
distribution of vulnerability types per vendor and IP core
is provided in Figure 3. Overall, the most common vul-
nerability types are Data Corruption, Initialization Fault,
Timing Violation, and Specification Mismatch.

Of these problems, Initialization Faults are the most
benign: According to our definition, this comprises an IP
not completing an explicit initialization step and clearly
indicating that it was not initialized properly. Thereby,
these issues only impact availability.

The most insidious are data corruption vulnerabilities:
Corrupted data may be detected based on incorrect check-
sums. However, in case data is corrupted after checksum
verification, incorrect data can propagate through the sys-
tem for a long time without causing a detectable issue,



TABLE 1: Surveyed IP cores and classification of aggregated issues across all vendors. We provide the full IP name and
reference, vendor, release year, number of issues in total and number of security vulnerabilities for the security goals
Integrity (/), Availability (A), Confidentiality (C) or ambiguous, as well as total security vulnerabilities and vulnerabilities
assessed critical by the vendor. One issue might fall into multiple categories.

Number of Security Vulnerabilities
IP Core Vendor | Release | Total I | A | C | Ambiguous | Total Security Critical
UltraScale Architecture-Based
FPGAs Memory IP LogiCORE AMD 2013 167 | 29 | 12 | 3 1 37 (22%) -
IP [79]—UltraScale Memory IP
Versal Adaptive SoC Programmable
Network on Chip and Integrated
Memory Controller 1.1 LogiCORE AMD 2020 109 > 211 1 6 (6%) )
IP [80]—Versal NoC
DMA/Bridge Subsystem for PCI
Express [¢|]—PCle DMA AMD 2016 59 5/11 |0 1 15 (25%) -
H.264/H.265 Video Codec
Unit v1.2 Solutions LogiCORE AMD 2017 54 2 310 0 5 (11%) -
IP [82]—VCU
1G/2.5G Ethernet PCS/PMA or SG-
MIT LogiCORE IP [83]—IG PCS AMD 2012 38 4110] 0 1 14 (37%) -
Triple-Speed  Ethernet  FPGA
IP [84]—Tri-Speed Eth (Intel) Intel 2007 171 | 35|16 | O 2 44 (26%) | 28 (64%)
DisplayPort Intel® FPGA IP
Core [45]—DisplayPort Intel 2012 103 | 31 | 38| O 1 55 (53%) | 48 (87%)
SDI I FPGA 1P [86]—SDI 11 Intel 2012 68 | 10 91 0 0 13 (19%) | 11 (85%)
Intel® Agilex™ 7 and Intel®
Stratix® 10 FPGA E-Tile Hard Intel 2019 65 | 15|11 ] 0 1 23 (35%) | 13 (57%)
IP [87]—10G Ethernet (Intel)
Low Latency Ethernet 10G MAC
FPGA IP [33]—LL 10G Intel 2013 62 | 14 6|0 1 20 (32%) | 14 (70%)
Tri-Speed Ethernet IP Core [89]— .
Tri-Speed Eth (Lattice) Lattice 2019 4 3 0O 0 3 (75%) -
Memory Controller IP Core [75]— .
Memory (Lattice) Lattice 2021 4 0 0|0 2 2 (50%) -
10Gb Ethernet MAC+PHY IP .
Core [90]—10G Ethernet (Lattice) Lattice 2023 2 2 010 0 2 (100%) )
AXI4 Interconnect Module [91]— .
AXI4 Interconnect Lattice 2022 2 1 0] 0 0 1 (50%) -
LiteDRAM [92] LiteX 2015 166 | 14 311 3 19 (11%) -
LitePCle[93] LiteX 2015 74 2 21 1 4 (5%) -
LiteEth [94] LiteX 2015 72 | 11 81 0 0 15 (21%) -
LiteSATA [95] LiteX 2015 17 0 00 2 2 (12%) -
LiteSDCard [90] LiteX 2017 13 1 310 0 4 (31%) -

making it challenging to trace any crash back to its origin
when it occurs. Furthermore, it is possible that data errors
are never noticed by the application.

Timing violation vulnerabilities are also particularly
problematic, as they can be masked in certain contexts,
but cause severe problems in others: Assume a DRAM
memory controller IP violates trag, i.e., waits fewer
cycles between the row active and precharge commands
than its configuration indicates. Some memory modules
will be able to tolerate a lower tpas—this parameter
is fixed by the memory module vendor at design time
according to a cost-performance trade-off. Therefore, a
design that previously worked flawlessly might cease to
function after changing the memory supplier. A different
type of timing violation might be a slight setup or hold
violation on a path in the design that only causes issues
under high temperatures or low voltages, making them
hard to identify and replicate.

The impact of timing violations is also difficult to
predict: typically, they manifest as a register or memory

writing stale or invalid data. Violations of, e.g., DRAM
timings, might also cause irreproducible read errors. Sim-
ilar to data corruption bugs, if and when these incorrect
data cause a visible issue also varies between contexts.

Finally, the impact of specification mismatch vulnera-
bilities varies greatly. Crucially, the observable issue cre-
ated by these vulnerabilities again depends on the context
and possibly software or other hardware interfacing with
the IP. The impact of such vulnerabilities can range from
availability (e.g., an omitted interrupt) to full loss of
confidentiality, integrity and availability.

Prevention strategies necessitated by these issues also
vary: Data Corruption and especially Specification Mis-
match bugs should be detectable during technology-
independent verification, indicating insufficient verifica-
tion efforts by the vendors [23]. Initialization Fault vul-
nerabilities may be specific to certain scenarios and, e.g.,
only appear when the IP is operating with a specific con-
figuration and communicating with a specific counterpart,
making them difficult to systematically rule out. Here,



TABLE 2: Classes of vulnerabilities iteratively derived.

Category
Specification
Mismatch (115)
Data Corruption
(€29)

Timing Violation | Core violates timing requirements, cov-
(70) ering explicit timing constraints and im-
plicit requirements in the specification.

Description

Core does not adhere to its specification,
in a way different from other categories.
Core unexpectedly modifies input data.

Initialization Core does not (successfully) complete an
Fault (33) explicit initialization step.

Ambiguous (21) | Insufficient information provided.

Hang (15) Core stops processing inputs indefinitely

and cannot be recovered without reset.
Race Condition | Core behaves incorrectly if inputs arrive
(6) in a specific order or timing sequence.

manual testing is needed. Finally, timing violations are a
mixed bag. Intra- and many inter-clock timing violations
are usually caught by static timing analysis (STA) after
place-and-route. However, more complex scenarios, such
as clock domain crossings, are excluded from STA using
timing constraints. STA tools also do not understand, e.g.,
chip-specific DDR memory timings or phase relationships
for a medium-independent interface. Overall, carefully
studying the FPGA tool’s output should help minimize
timing vulnerabilities that propagate into customer de-
signs. However, for certain scenarios, domain knowledge
and creation of specialized test benches are required.

Result for Research Question 5
Which types of vulnerabilities occur in FPGA IP cores?

Data Corruption, Initialization Fault, Timing Violation,
and Specification Mismatch are the most common vul-
nerability types observed in our data set. The prevalence
of Data Corruption and Specification Mismatch vulner-
abilities can be mitigated through design verification,
leveraging existing techniques. However, while verifica-
tion processes and the FPGA tools’ static timing anal-
ysis can help, Initialization Fault and Timing Violation
vulnerabilities require manual prevention and testing.

6.6. Vulnerability Reporting

We visualize reporting patterns over time for the sur-
veyed vulnerabilities in Figure 4. Lattice does not provide
these information, while AMD and Intel only provide
these information for some (mostly older) cores. Hence,
all Lattice cores and two cores from Intel and AMD,
respectively, are missing in the chart.

The first main insight from the chart is that vulnerabil-
ities continue to be found over the lifetime of the IP core.
This was to be expected—as pointed out in Section 1,
FPGA development is not dissimilar to software develop-
ment. Hence, over the lifetime of an IP, vendors are under
similar pressure to extend the scope of the original IP core
as software developers: Customers expect IPs to support
novel device families (e.g., Xilinx 6/7 series), protocols
(e.g., MDIO/SGMII/XGMII for Ethernet, DDR4/5 for
DRAM) or features (e.g., address mirroring for DRAM)
over time. Vendors add these features to the core, which

is why the codebase evolves continuously. At the same
time, new bugs continue to be introduced.

Especially for AMD, there is a noticeable accumula-
tion of reported issues early in the core’s life. This might
indicate that vendors do the best they can in terms of veri-
fication and rely on their customers to provide bug reports,
capturing scenarios that the vendor did not predict during
verification. At the same time, this insight emphasizes the
need to exercise caution when upgrading an IP core, as
developers may find themselves transitioning from a stable
end-of-life core to a new design with new bugs. However,
AMD and Intel often provide implausible or no release
dates for their cores, which may slightly exaggerate the
correlation in our data set.

Result for Research Question 6

Are there measurable patterns in the disclosure of FPGA
IP core vulnerabilities?

We derived two main insights into the disclosure patterns
of FPGA 1P cores:

 Vulnerabilities are introduced over the entire life-
time of an IP core.

o Especially AMD experiences an accumulation of
issues early in the life of an IP core.

6.7. Vulnerability Survivability

We analyze the survivability of surveyed vulnerabili-
ties in Figure 5 and Table 3. We only consider cores for
which plausible release and patch dates for vulnerabilities
are provided. Lattice is omitted due to lack of data.

We detect a striking difference between LiteX and
the commercial vendors: both the graph and statistical
evaluation show that the mean time to fix for LiteX is
significantly lower. In fact, most vulnerabilities raised for
LiteX cores were fixed within less than one month, with
a standard deviation below four months. The median time
to fix for AMD and Intel is 5 and 6 months, respectively,
with standard deviations around 10 months. The maxi-
mum reported time to fix for Litex (17 months) is also
significantly shorter than for AMD and Intel (43 and 70
months, respectively). Due to limited insights into AMD’s
and Intel’s internal processes, we can only speculate about
possible reasons for their longer time to fix. However, we
are fairly confident in the following contributing factors:

o As LiteX is open-source, it is easier for consumers
of the cores to analyze incorrect behavior of LiteX
cores in simulation or even after synthesis. Thus,
many surveyed security-critical issues already con-
tained a suspected root cause (45.45%) or proposed
mitigation (52.27%).

o Similarly, many designs that use LiteX are them-
selves open-source. Thus, the design in which the
core behaves unexpectedly can be shared with the
vendor more easily, making it easier for the vendor
to triage reported issues.

« AMD and Intel release IP cores alongside their FPGA
toolchains, Vivado [10] and Quartus [97]. Depending
on the time period and vendor, there are between two
and four minor releases of the toolchain per year.
Thereby, even if a fix for a vulnerability is developed
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Figure 3: Types of vulnerability according to Table 2. IP core names abbreviated (see Table 1).
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Figure 4: Report dates for all surveyed vulnerabilities and vendors. IP core names abbreviated (see Table 1). Approximate
IP core release date provided if known and plausible. Cores without plausible data omitted.

immediately, it will only be available to the public

the next time the FPGA toolchain is released. Thus, The survivability of IP vulnerabilities varies among ven-

depending on when a bug is reported in the release dors. We found that LiteX has a lower survivability (me-

cycle, the fix might be delayed for several months dian: 0, 0: 3.49, max: 17 months) than AMD (median:

until the next release. 5, 0: 9.04, max: 43 months) and Intel (median: 6, o:
« In our survey, we discarded issues without a clear 12.15, max: 70 months).

resolution. Thus, it is possible that fixes for discarded
LiteX issues will be released in the future, increasing

the mean time to fix. 6.8. Vulnerability Mitigation

We classify provided vulnerability mitigations for all
four vendors in Figure 6. We found four categories of
mitigations as detailed in Table 4.

Result for Research Question 10
What is the survivability of vulnerabilities?
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TABLE 3: Statistical evaluation of vulnerability surviv-
ability across vendors. No data for Lattice.

Category AMD | Intel | LiteX
Median 5 6 0
o 9.04 | 12.15 3.49
Poo (linear) 23.80 | 29.40 5.0
Pgg (linear) 38.52 | 56.90 14.90
Pioo 43 70 17

TABLE 4: Classes of mitigations found.

Mitigation
Update (241)

Description

New official release of the IP core, with a
known date or promised in a future release.
Workaround Manual change in the configuration, netlist
94) or sources of the IP core or the user design.

Patch (44) Downloadable file that can be applied

against the current version of the IP core.
Unknown/None | Vendor does not provide mitigation for the
(13) issue or we could not determine the type.

Unsurprisingly, most issues with IP cores are reme-
died through updates of the core, usually through peri-
odic toolchain updates (commercial vendors). However,
patches or workarounds are often provided sooner, as there
might be users who are unable to wait for the update.

Crucially, all mitigations require re-synthesis: an
FPGA engineer must manually incorporate the mitigation
into the design, run a full synthesis-place-and-route cycle,
and ship an updated bitstream. Depending on the com-
plexity of a design and workstation performance, place-
and-route alone can take several CPU-days [98].

Also, updates might require the purchase of a new
toolchain license. For Intel, we identified 14 issues (11%)
that affect a version that drops support for a device, but are
only patched in a version that no longer supports the same
device. In particular, all of these issues affect Intel Quartus
13.1, which removes support for the Cyclone through
Cyclone III, Stratix through Stratix III, Max 3000A and
Max 7000, and HardCopy II through IV families. 11 of
these issues also provide no workaround or patch for
versions prior to the fix, whereas all of them are marked
as critical by the vendor. AMD has also removed support
for certain devices from its software, but we encountered
no similar unpatchable issues.

Result for Research Questions 8,9,11

What types of mitigations for the found vulnerabilities
were proposed (8)?

Do mitigations involve re-synthesis of the FPGA design,
or can the mitigations be applied at run time (9)?

Are there vulnerabilities without mitigations (11)?

Most vulnerabilities are mitigated through updates, often
tied to a new FPGA toolchain version. Vendors also
often provide workarounds or patches. Irregardless, all
mitigations require re-synthesis.

Some surveyed issues have no known mitigation at the
time of writing. Also, not all patches are back-ported to
earlier toolchain versions. In particular, we identified 14
issues that affect legacy Intel devices, but for which a
patch is only provided for more recent toolchain versions
that no longer support these devices.

7. Threats to Validity

In this section, we discuss the validity and gener-
alizability of our results: We discuss limitations in the
available source data set and vulnerability information in
Section 7.1 and Section 7.2, the exploitability of surveyed
issues in Section 7.3, the lack of root cause analysis in
Section 7.4, and the collection scope in Section 7.5.

7.1. Disorganization of Source Data Sets

First and foremost, as we already pointed out in Sec-
tion 5, effort needed for aggregating issues per core varied
greatly between vendors. AMD provided structured lists of
all known issues pertaining to specific cores in a single
place, known as Master Answer Record (MAR). There-
fore, collection of issues per core was a mostly automatic
process. Even then, for appx. half of the surveyed cores,
the MAR was absent, limiting the scope of our study.

For Intel, we had to use full-text search to aggregate
issues per core. We already discussed in Section 5 that
we took measures to prevent falsely attributing issues to a
core, thereby reliably preventing false positives. However,
it is also possible that a small number of issues per core
was missed in the count, causing a small number of false
negatives. Given the large number of issues we were able
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Figure 6: Type of mitigation across AMD, Intel, Lattice and LiteX. One vulnerability might fall into multiple categories.

to attribute to the selected cores, however, we are confident
in the representativeness of our results.

For Lattice, compared to the other vendors, we found
relatively few known issues with the cores. We found
evidence that the issues listed only pertained to the latest
release of the core, as known issues were noted to have
been removed [75]. Thereby, unfortunately, our insights
from analyzing Lattice issues specifically are limited and
might not be representative.

In contrast to the commercial vendors, the surveyed
open-source community LiteX mixes known issues with
their cores with general Q&A. In particular, we found 13
cases of community members raising issues that would be
classified as security-critical. However, the maintainers or
developers contributing to the core did not respond to all
of the issues, and even if they did, they did not always
clarify whether the problem was with the core itself or
whether it was caused by user error or integration issues.
As noted in Section 5, we did not address such issues
in our survey. Thereby, it stands to reason that the issues
reported for LiteX are likely a slight undercount of the
true number of issues. Again, we chose to prevent false
positives and accepted the risk of false negatives.

7.2. Limited Issue Details

Across all four surveyed vendors, issue descriptions
were scarce, often comprising only a single line. This is a
stark contrast to, e.g., the CPU errata surveyed by Solt
et al. [19]. Especially, input conditions for bugs were
often omitted or summarized as for certain inputs. Also,
issue consequences were sometimes overly generic, e.g.,
“intermittent failure” [78].

The lack of precision in the surveyed data limits
our ability to conduct a deeper analysis of root causes
and especially vulnerable components, akin to Solt et al.
However, in most cases, both expert reviewers were able
to agree on the security relevance and the security goal
violated by each issue. As pointed out in Section 5,
unclear cases were marked as ambiguous. Consequently,
our findings are likely to be lower than the true number
of security-critical issues.

7.3. Exploitability and Real-World Impact

Similar to the study of CPU errata by Solt et al. [19],
we do not make any claims about exploitability or real-
world consequences of the classified issues. As discussed
by the related study, both heavily depend on the device

context and usage scenario. However, FPGAs are increas-
ingly used in critical domains, such as automotive [3],
space [4], or critical networking infrastructure [99].

Thus, we had to be very conservative in both our
assessment of exploitability and the consequences of ex-
ploitation: Issues that are benign in one context can be
catastrophic in another context. In particular, the afore-
mentioned application scenarios place heavy emphasis on
availability and integrity of the FPGA design, whereas
confidentiality is not needed. Hence, in these applications,
all issues that solely affect confidentiality are irrelevant.

However, even issues that seem benign on the sur-
face can have catastrophic effects in some applications.
Consider, for example, AMD Issue 54667 for the Ether-
net PCS/PMA core [100]: The issue comprises receiving
incorrect data after a soft reset of the transceiver. In
a general-purpose compute platform, this is a nuisance
that can be remedied by a power cycle. However, in an
automotive application, the issue can cause a crash-fault
of a driver assistance system, impacting availability of that
system.

Hence, we did not attempt to determine the exploitabil-
ity of surveyed issues or score the consequences of ex-
ploitation. While this metric would have been interesting
to explore, especially in connection with any differences
in vulnerability survivability or patterns by vendor or IP
type, the available source information simply did not allow
for sound analysis. We also lack insights into application
scenarios that utilize these vulnerable IP cores, making it
impossible to analyze them in our study.

7.4. Limited Information about Root Causes

Similar studies in the software domain [17], [32], [54]
often perform root cause analysis of published issues and
analyze the fixes themselves in relation to the original
software. This analysis can help prevent similar problems
from re-occurring in the future and test software more
effectively. To this end, the authors often analyze the
commit history of the surveyed software.

For our study, the overwhelming majority of issues
originated from closed-source IP cores. Therefore, we
had no access to a version control system and were
limited to working with the information provided in the
issue reports. In particular, for closed-source IP cores,
any fix is often shipped with the next release of the
FPGA toolchain. A notable exception to this rule is AMD,
which provides patches for the current version of Vivado
for some issues. For patches incorporated into the next



version of the FPGA tool, however, we had to establish
the issue’s survivability based on the release dates of
the FPGA toolchain. While this accurately describes the
minimal wait period for downstream developers to patch
their designs, we lack information about how vendors
prioritize issues internally and approach fixes.

7.5. Scope of the Study

When designing our study, we chose to ignore hard
IP cores, i.e., device-specific primitives. As pointed out
in Section 5, hard IP cores need to follow the same de-
velopment processes as the FPGA device itself. Thereby,
we assume that hard IP development is very similar to
ASIC development. The ASIC development methodology
employed by FPGA vendors may or may not align with
the FPGA core development methodology. This question
absolutely deserves further study. However, if the method-
ologies differed, this would reduce the generalizability of
our analysis results regarding vulnerability types. Addi-
tionally, since hard IPs cannot be patched themselves,
there needs to be a different approach to patching, which
would muddy our results. On the same note, it is conceiv-
able that some issues in hard IP cannot be patched [44].
Thereby, it stands to reason that the reporting rate and
strategy for such issues might be completely different
than those for soft IP cores. Finally, hard IP cores can
only be provided by FPGA vendors themselves, making
them incomparable with open-source cores or cores from
independent companies.

8. Conclusion and Future Work

Our study did not aim at comparing security practices
of different vendors or singling out bad practices of in-
dividual companies. Instead, our goal was to investigate
the overall security posture of the industry. The main
takeaways from this study are twofold. First, security
vulnerabilities in FPGA IP cores exist. As we have laid
out, these vulnerabilities can drastically compromise the
security of the overall system while having no mitigation.
Even if mitigations are available, costs can be prohibitive:
For issues that require updates, developers may need to
purchase new licenses for the updated cores. Even for
issues that feature patches or workarounds, a costly re-
synthesis process is always required, and new FPGA
bitstreams must be shipped to affected devices. Further-
more, Intel and AMD deprecate legacy devices in their
toolchains, making it impossible to patch designs targeting
such devices. For Intel, we found 14 vulnerabilities that
affect legacy devices, but whose patches are only available
in newer toolchain releases with reduced device support.
11 of these issues provide no other means of mitigation as
well. For AMD, we did not encounter the same problem.

Second, the challenges we faced during the collection
of issues show that it is difficult for any FPGA developer
to stay informed about vulnerabilities in the IP cores
they use. In particular, vendors do not curate lists of
known security issues with their IP cores. Hence, FPGA
developers need to assess security criticality themselves.

We would like to conclude our work with a cautionary
tale and recommendations to the FPGA industry. Before
2014, OpenSSL was in a similar state as we assess today’s

FPGA ecosystem to be—there was an issue tracker, but
no coherent security policy, no fixed process for dealing
with security vulnerabilities, and no release strategy. In
April 2014, the infamous Heartbleed bug was disclosed,
raising serious questions about the security of OpenSSL.
Only after Heartbleed, the OpenSSL project realized the
need for proper vulnerability management [17].

We strongly believe that the FPGA industry should
learn from this tale, and we propose the following concrete
changes: The current struggles to access vulnerability
information could be easily addressed by utilizing an
established vulnerability reporting mechanism, such as
CVEs; however, according to our findings, this is not
being done. This is corroborated by Bellay et al. [44]: The
study investigates which vulnerability reporting mecha-
nisms for FPGA and ASIC IP exist and how they are
utilized in practice, concluding that very few issues are
publicly reported using these mechanisms. We found that
all surveyed vendors have taken some steps towards this:
AMD, LiteX, and Lattice curate all known issues for most
of their IP cores in a proprietary database, but do not yet
rate the severity of these issues. Intel rates some issues
as critical (although we are not sure what this rating is
based on), but lacks a central list per core.

Additionally, we suggest that vendors reconsider their
patching strategy, reorienting themselves to best practices
widely accepted in the software industry. First, delivering
fixes for critical issues only with new releases of the
FPGA toolchain can easily cause a dilemma for develop-
ers. Delaying the patch prolongs the exposure to attacks
that exploit the vulnerability. Upgrading to a new version
of the toolchain requires the purchase of a license and (in
case of non-backwards-compatible changes to tools or IP
cores) a considerable amount of work. Thus, we think the
industry should strive to provide patches or workarounds
for all versions affected by a security vulnerability, similar
to AMD’s existing practice for certain vulnerabilities.

Future research is also needed. Our study excludes
hard IP cores, which deserve their own study. At the same
time, our study excludes major vendors of IP cores that
are suitable for FPGAs and ASICs, notably Cadence and
Synopsys. Unlike AMD, Intel, and Lattice, neither vendor
provides a publicly available issue database. Cadence and
Synopsys, unfortunately, denied us access to any docu-
mentation about known issues with their IP.

Proactive Prevention of Harm

All vulnerabilities we discuss were collected from
public disclosure documents. All issues have been public
for months or even years at the time of writing.

A draft of this manuscript was provided to all vendors
two weeks before the submission deadline, and we asked
for confirmation of our findings and assumptions. We
received no response from Intel and Lattice. The main
LiteX maintainer acknowledged our results and did not
comment on our findings. AMD reiterated that CVEs are
assigned for device security issues (including hard IPs, but
not soft IPs) and disclosed according to standard processes
and did not comment on our other findings and questions.

At the time of submission, none of the authors is
affiliated with any IP vendor discussed in the report or any
of their competitors. We declare no conflict of interest.
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Appendix A.
Data Availability

We have made our full data set available publicly un-
der a Creative Commons 4.0 Attribution license [38]. This
entails the data set itself as a human-readable spreadsheet
as well as the automatic crawlers used for retrieving issues

and their output. Furthermore, we provide scripts used to
calculate statistics. In order to make future reproduction
of our results easier, we have also created snapshots of the
issue descriptions at the time of review in PDF format and
included both the descriptions themselves and the script
used to make them in the artifact.
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